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Abstract : With the advent of cloud computing, it has become increasingly popular for data owners to
outsource their data to public cloud servers while allowing data users to retrieve this data. For privacy
concerns, secure searches over encrypted cloud data has motivated several research works under the single
owner model. However, most cloud servers in practice do not just serve one owner; instead, they support
multiple owners to share the beneﬁts brought by cloud computing. In this paper, we propose schemes to deal
with privacy preserving ranked multi-keyword search in a multi-owner model (PRMSM). To enable cloud
servers to perform secure search without knowing the actual data of both keywords and trapdoors, we
systematically construct a novel secure search protocol. To rank the search results and preserve the privacy
of relevance scores between keywords and ﬁles, we propose a novel additive order and privacy preserving
function family. To prevent the attackers from eavesdropping secret keys and pretending to be legal data
users submitting searches, we propose a dynamic secret key generation protocol and a new data user
authentication protocol. Furthermore, PRMSM supports efﬁcient data user revocation. Extensive
experiments on real-world datasets conﬁrm the efﬁcacy and efﬁciency of PRMSM.
abundant beneﬁts of cloud computing, for
privacy concerns, individuals and enterprise
users are reluctant to outsource their sensitive
data, including emails, personal health records
and government conﬁdential ﬁles, to the cloud.
This is because once sensitive data are
outsourced to a remote cloud, thecorresponding
data owners lose direct control of these data [2].
Cloud service providers (CSPs) would promise
to ensure owners’ data security using
mechanisms like virtualization and ﬁrewalls.

1. INTRODUCTION
CLOUD computing is a subversive technology
that is changing the way hardware and software
are designed and purchased [1]. As a new model
of computing, cloud computing provides
abundant beneﬁts including easy access,
decreased costs, quick deployment and ﬂexible
resource management, etc. Enterprises of all
sizes can leverage the cloud to increase
innovation and collaboration. Despite the
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proposed plan can finish sub-straight request
time and deal with the cancelation and
expansion of chronicles adaptably. Wide
examinations are coordinated to demonstrate
the adequacy of the proposed plot.

However, these mechanisms do not protect
owners’ data privacy from the CSP itself, since
the CSP possesses full control of cloud
hardware, software, and owners’ data.
Encryption on sensitive data before outsourcing
can preserve data privacy against CSP.
However, data encryption makes the traditional
data utilization service based on plain text
keyword search a very challenging problem. A
trivial solution to this problem is to download
all the encrypted data and decrypt them locally.
However, this method is obviously impractical
because it will cause a huge amount of
communication overhead.Therefore, developing
a secure search service over encrypted cloud
data is of paramount importance.

3. METHOD AND ANALYSIS
System Overview:
Deﬁne a multi-owner model for privacy
preserving with the encrypted key which is
shared between and user and owner
Generating the Keys also uses a encryption
algorithm, so key is also secured.
Constructing a secure search protocol,
which not only enables the cloud server to
perform secure ranked keyword search
without knowing the actual data of both
keywords and trapdoors.
The searching mechanism is even
implemented with the help of k-means or
even with better algorithm. This phenomena
helps us build a better model in maintaining
the search parameters for indexing them to
the data and keyword.

2. LITERATURE SURVEY
Because of the expanding fame of distributed
computing, an ever increasing number of
information proprietors are roused to
outsource their information to cloud servers
for incredible accommodation and decreased
cost
in
information
administration.
Nevertheless, fragile data should be encoded
before outsourcing for security requirements,
which obsoletes data utilize like catchphrase
based record recuperation. In this paper, we
show an ensured multi-catchphrase situated
look for scheme over mixed cloud data, which
in the meantime supports dynamic revive
operations like eradication and expansion of
chronicles. Specifically, the vector space
exhibit and the comprehensively used TF x
IDF show are combined in the record
advancement and request age. We
manufacture a one of a kind tree-based
rundown structure and propose an "Insatiable
Depth-first Search" count to give capable
multi-catchphrase situated look. The safe
kNN computation is utilized to encode the
document and request vectors, and after that
certification correct significance score
figuring between mixed record and question
vectors. With a particular true objective to
restrict verifiable attacks, phantom terms are
added to the rundown vector for blinding
rundown things. In light of the use of our
phenomenal tree-based rundown structure, the

The large number of data users and
documents in
cloud, it is crucial for the
search service to allow multi-keyword query
and provide result similarity ranking to meet
the effective data retrieval need. The
searchable encryption focuses on single
keyword search or Boolean keyword search,
and rarely differentiates the search results.
There is no security key for accessing the
data from the resources files.
No algorithm used for the security features.
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The cloud accounts will be created for the
user and the accessor
Encryption Key:
The keys will be created for accessing the
data between user and the accessor
Information Sharing:
The data is shared once the keys are actived
and authentication is done
Keyword Search:
Fig 3.0: BLOCK DIAGRAM

The keywords are searched based on the
KNN algorithm and are indexed to each
article

4. REQUIREMENT
SPECIFICATION

Top Articles:

The reason for this SRS record is to
distinguish the necessities andfunctionalities
for Intelligent Network Backup Tool. The
SRS will characterize how our group and the
customer consider the last item and the
attributes or usefulness it must have. This
record additionally makes a note of the
discretionary prerequisites which we intend
to execute yet are not required for the
working of the venture. This stage assesses
the required necessities for the Images
Processing for an orderly method for
assessing the prerequisites a few procedures
are included. The initial step associated with
dissecting the prerequisites of the framework
is perceiving the idea of framework for a
solid examination and all the case are
defined to better comprehend the
investigation of the dataset.

The searching techniques are implemented
and then top articles are shared between the
users.
The System Design Document describes the
system
requirements,
operating
environment, system and subsystem
architecture, files and database design, input
formats, output layouts, human-machine
interfaces, detailed design, processing logic,
and external interfaces.
This section describes the system in
narrative form using non-technical terms. It
should provide a high-level system
architecture diagram showing a subsystem
breakout of the system, if applicable. The
high-level system architecture or subsystem
diagrams should, if applicable, show
interfaces to external systems. Supply a
high-level context diagram for the system
and subsystems, if applicable. Refer to the
requirements trace ability matrix (RTM) in
the Functional Requirements Document
(FRD), to identify the allocation of the
functional requirements into this design
document.

5. SYSTEM WORKING
MODULES:
Cloud Accounts:
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This section describes any constraints in the
system design (reference any trade-off
analyses conducted such, as resource use
versus productivity, or conflicts with other
systems) and includes any assumptions
made by the project team in developing the
system design.
The organization code and title of the key
points of contact (and alternates if
appropriate) for the information system
development effort. These points of contact
should include the Project Manager, System
Proponent, User Organization, Quality
Assurance
(QA)
Manager,
Security
Manager, and Configuration Manager, as
appropriate.
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6.Conclusion:
In this paper, we explore the problem of secure
multi-keyword search for multiple data owners and
multiple data users in the cloud computing
environment. Different from prior works, our
schemes enable authenticated data users to achieve
secure, convenient, and efficient searches over
multiple data owners’ data. To efficiently
authenticate data users and detect attackers who
steal the secret key and perform illegal searches, we
propose a dynamic secret key generation and a new
data user authentication protocols. In order to
enable the cloud server to perform secure search
among multiple owners’ data encrypted with
different secret keys, we systematically construct a
novel secure search protocol. To preserve the
privacy of relevance scores between keywords &
files and rank the search results , we propose a
additive order and privacy preserving function
family. Further, we show that our approach is
computationally efficient, even for large data and
keyword sets. As our future work, on one hand, we
will consider the problem of secure fuzzy keyword
search in a multi-owner paradigm. On the other
hand, we plan to implement our scheme on the
commercial clouds.
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